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ABSTRACT

Australia’s cyber environment is under constant attack. The threats are multifaceted and
growing. Beyond the well-known cybercrime and cybersecurity challenges, we face a bar-
rage of online mis- and dis-information aimed at undermining our social cohesion. De-
spite increased emphasis on the cyber domain, our existing public and private capacity is
likely insufficient to counter the full range of threats we face in cyberspace. Against this
background, Australia must adopt a whole-of-society approach to the defence of the cyber
environment. This discussion paper seeks to canvass options for an Australian ‘cyber in-
telligence and information militia’; that is, a ‘crowdsourced’ civilian volunteer cyber re-
serve capability fit to engage in open-source intelligence (OSINT) and information war-
fare. Such a resource could play an important role in supplementing existing or develop-
ing capabilities.
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Introduction

Australia’s cyber environment is under constant at-
tack and its protection is a whole-of-society con-
cern. The threats are multifaceted and growing. Be-
yond the well-known cybercrime and cybersecu-
rity challenges, we face a barrage of online mis- and
dis-information aimed at undermining our social
cohesion.

While Australia is expanding its cyber capabilities
in various ways - such as via the REDSPICE initia-
tive that provides in broad terms for a doubling of
the budget for cyber defence! - our existing public
and private capacity is likely insufficient to counter
the full range of threats we face in cyberspace. Put
bluntly, more is needed and this need is growing
rapidly.

Against this background, Australia must adopt a
whole-of-society approach to the defence of the
cyber environment. A ‘crowdsourced’ civilian vol-
unteer cyber reserve capability - fit to engage in
open-source intelligence (OSINT) and information
warfare - could play an important role in this ap-
proach supplementing existing or developing, ca-
pabilities. To that end, this discussion paper seeks
to canvass options for an Australian ‘cyber intelli-
gence and information militia’. The discussion is fo-
cused on structural and organisational issues re-
garding such a body, as well as the roles it can play,
the risks involved, and the key legal considerations.

Cyber defence - but not just cyber-
security

Some foreign States, such as Estonia, have already
established cyber reserve capabilities,2 and calls to
develop a (civilian) cyber reserve capability for
Australia are not new. In his ground-breaking work
on the topic (dating back to 2016), Greg Austin en-
visaged a comprehensive ‘cyber civil defence force
(militia)’3 noting that such a body could:

“1. Be the national authority for civil sector
dependency mapping of Australia’s critical
information infrastructure, its data re-
sources and its transmission flows, includ-
ing international dependencies.

2. Provide an auxiliary capability in a disci-
plined command structure [separate from
Border Force] for national civil and military

defence response to extreme cyber emer-
gencies.

3. Develop, monitor and manage a response
system for handling cyber threats to critical
national, state and local infrastructure.

4. Develop, monitor and manage a national
response system for handling serious cyber
crime that may affect the national economy
or social infrastructure.”*

More recently, Lachlan McGrath also discussed the
possibility of a ‘Volunteer Cyber Corps’. He argues
that:

“The Australian government should estab-
lish a part-time, volunteer Civilian Cyber
Corps under the jurisdiction of the ACSC
[Australian Cyber Security Centre]. This or-
ganisation should have a responsibility to
support preparatory cyber security uplift
for government and non-profit entities, as
not to undermine Australia’s nascent cyber
security industry. The Civilian Cyber Corps
should also seek training and incident re-
sponse outcomes.”s

One commonality between all the interesting Aus-
tralian proposals to-date is that they are focused on
cybersecurity, seeking to utilise the existing exper-
tise of those members of society who already have
adequate technical training to engage with the of-
ten complex cybersecurity issues. This paper fully
agrees that Australia should develop such cyberse-
curity-focused reserve capabilities, and in doing so
should confront several key questions, such as
whether such a body forms part of the Defence
structure or not, and how to avoid unduly under-
mining the private sector’s own cybersecurity ca-
pabilities at times of crisis. It is also the case that
more efforts could usefully be directed at coordina-
tion with the (partly foreign) private sector that
plays a central role in the Australian cyber domain.6

The proposal advanced in this Paper,” however, is
different. It assigns a broader set of roles to the pro-
posed civilian cyber reserve capability, allowing the
involvement of a broader section of the Australian
public. This is a significant difference reflecting the
diversity of the attacks directed at the Australian
cyber environment, including mis- and dis- infor-
mation. Thus, what is proposed here can



supplement the type of cybersecurity-focused re-
serve capability that has been previously discussed
in Australia.

There are credible activities by researchers, NGOs
and journalists that monitor and analyse infor-
mation operations against Australia but these lack
a coordinated structure with a proactive agenda,
and a focal point for national efforts such as we see
in some other countries. Thus, what is proposed
here is something new, and it supplements rather
than competes with existing initiatives.

Australia’s population is relatively small, but it is a
population with a generally high level of education.
To-date, this is an under-exploited resource in de-
fence against information warfare as well as in
OSINT, and given the hardening international cli-
mate in which we find ourselves, we no longer can
afford to ignore this resource.

Crowdsourcing a civilian cyber
capability

The potential willingness to take partin a structure
like that proposed above is perhaps best illustrated
by the fact that some Australians are already ac-
tively volunteering in the ongoing information war
online. The most well-known example of this is the
so-called ‘North Atlantic Fella Organization’, or
‘NAFO’. NAFO is a virtual community of like-minded
people that was formed in response to the Russian
2022 full-scale invasion of Ukraine. Its members
engage in the following activities “countering Rus-
sian propaganda and disinformation; trolling of
Russian officials and official Russian organizations;
support of Ukrainian officials and organizations;
and fundraising to support Ukraine and its army.”8

More broadly, Australians have a proud tradition of
volunteering for worthy causes in the interest of
community safety and national security. We see
that, for example in the organisation of ‘Neighbour-
hood Watch’ and in the state emergency services.?
Another interesting example is found in the ‘coast
watchers’ - a volunteer OSINT structure formed af-
ter World War 1. Equipped with radios, the coast
watchers were tasked with providing early warn-
ing in the South Pacific.1° Indeed, in honour of the
significant contribution made to Australia’s de-
fence by the ‘coast watchers’, perhaps the proposed
‘cyber intelligence and information militia’

discussed here could be referred to as the ‘cyber
watchers’? The naming issue should, however, not
be allowed to become a distraction and at least for
now, [ will continue referring to it as the Australian
‘cyber intelligence and information militia’. At any
rate, the examples above may arguably suggest that
Australians may also be willing to volunteer in re-
lation to an Australian ‘cyber intelligence and infor-
mation militia’.

Many Australians who lack cybersecurity training
can still help strengthen our defence in the cyber
environment. Indeed, anyone with time, patience,
and basic computer literacy can play a role in
OSINT and information warfare. Thus, the proposal
seeks to capture, and make use of, a broad section
of the Australian public. In essence, the idea is to
‘crowdsource’ a civilian cyber capability where
each member focuses on tasks within their specific
competencies.

With that in mind, what is proposed here is a ‘cyber
militia’ that undertakes defence-related activities
(broadly defined) in or pertaining to cyberspace on
behalf of the Commonwealth, with the Common-
wealth’s formal recognition, and under the coordi-
nation and guidance of the Commonwealth, but
outside the ambit of Australia’s regular armed
forces or national security structure. Obviously,
this would require a degree of risk and associated
trust but that should not be difficult to manage (I
explore risk mitigation in more detail below).

Given it being formally recognised by Australia, the
cyber militia envisaged here is different from the
non-state — often criminal - actors we commonly
see engineering cybersecurity breaches. Those
non-state actors may enjoy a symbiotic relation-
ship, and possibly a degree of coordination, with
state actors, while affording that state plausible de-
niability by maintaining an appearance of distance
from the state in question. In contrast, the proposed
Australian ‘cyber intelligence and information mili-
tia’ would operate openly and be formally recog-
nised by the Australian government. This also dis-
tinguishes the proposed cyber militia from the ac-
tivities by bodies such as NAFO discussed above,
and by cyber vigilantes, since they are neither act-
ing on behalf of a state, nor with that state’s formal
recognition or coordination. Additionally, under
the definition advanced above, the proposed Aus-
tralian ‘cyber intelligence and information militia’
is different to the staff of the military and national



security branches and is different to conscripted
‘cyber warriors’ and the type of ‘cyber home guard’
used in, for example, the Estonian Defence League’s
Cyber Unit and the Swedish Home Guard which
form part of these countries’ national armed
forces.1!

‘Control via objectives lists’

A ‘cyber militia’ of the type envisaged here must be
able to operate effectively without direct persistent
control and guidance. In the light of that, ‘control
via objectives lists’ seems to be best suited to man-
agement and coordination of cyber militia activi-
ties. This will involve the relevant body within the
Australian government that organises the cyber mi-
litia posting a list of government-approved objec-
tives on an appropriate communications medium,12
and cyber militia members then seeking to achieve
those government-approved objectives to the best
of their abilities within the predetermined parame-
ters of their operations. Depending on the type of
objective the process may also include cyber militia
members reporting-back, to the relevant body
within the Australian government that organises
the cyber militia, on the outcome.

Adopting the ‘control via objectives lists’ approach
comes with several strong advantages and one se-
rious limitation. These are discussed further below
(see ‘Risks and risk mitigation’).

Roles of a ‘cyber intelligence and
information militia’

As noted by Storm Jensen, a state can principally
seek to defend its society in the cyber domain
through deterrence, protection, and resilience.13 A
‘cyber intelligence and information militia’ can play
arole in all three through several different types of
activities.

It is possible to envisage a wide range of roles that
a ‘cyber militia’ could perform. Here the focus is on
OSINT and information warfare as they seem most
central and best suited to the proposed ‘cyber intel-
ligence and information militia’. However, a few
words are also noted about a possible third poten-
tial role; namely, ‘cyber espionage’. In addition,
while going beyond what is proposed here, a fourth
and a fifth potential role are also briefly noted

below; that is, ‘cyber-attacks’ and ‘systems sup-
port’. However, such roles may be best reserved for
a cybersecurity-focused cyber reserve and, of
course, existing bodies within Australia’s defence
structure.

Open-source intelligence (OSINT)

One consequence of the information explosion that

has occurred over recent years is that much infor-

mation of national security interest may be gath-

ered open-source.!* As noted in the recent US ‘IC

OSINT Strategy 2024-2026":
“OSINT is vital to the Intelligence Commu-
nity’s Mission. OSINT both enables other in-
telligence collection disciplines and deliv-
ers unique intelligence value of its own, al-
lowing the IC to more efficiently and effec-
tively leverage its exquisite collection capa-
bilities. As the open source environment
continues to expand and evolve at break-
neck speed, the ability to extract actionable
insights from vast amounts of open source
data will only increase in importance.”1s

OSINT may utilise a range of data sources such as
social media postings, flight radar trackers, satellite
and image maps. Such sources may enable mem-
bers of an Australian ‘cyber intelligence and infor-
mation militia’ to identify developing threats and to
track troop movements (analogous to what the
coast watchers did) and report these activities.

The proposed Australian ‘cyber intelligence and in-
formation militia’ could, for example, also facilitate
the estimation of enemy casualties based on social
media postings - a resource-intensive task requir-
ing comparatively limited OSINT skills. Beyond tra-
ditional OSINT, there is some potential for a cyber
militia to engage in the active production of new in-
telligence e.g., through means such as the use of pri-
vate drones.

Importantly, the OSINT role of a cyber militia may
also support evidence-gathering to be used in the
future prosecution of war criminals. Even in the
early stages of the 2022 Russian invasion of
Ukraine, for example, it was reported that Ukraine’s
Digital Ministry created, and made public, a range
of digital tools to crowdsource and corroborate ev-
idence of alleged war crimes.!é

A cyber militia operating in the OSINT role may
both be a deterrent (hostile activities are more



likely to be discovered and recorded, for example)
and may facilitate greater protection and resilience.

Information warfare

An Australian ‘cyber intelligence and information
militia’ may be a valuable tool both for defensive
and offensive information warfare.

[t seems clear that states are now in a constant state
of information warfare.l” It has also been noted
that, thanks to technological developments, hostile
actors have more options available than ever be-
fore to influence opinions and processes in foreign
states.!8 This is a major concern, and the Australian
Electoral Commission has recently expressed con-
cerns about its ability to detect and deter Al-gener-
ated misinformation at the next federal election,
potentially from overseas actors.1?

An Australian ‘cyber intelligence and information
militia’ can counter foreign information warfare by
providing both Australians and the outside world
with a continuous flow of up-to-date, factual, and
verified information. While this is significant in
times of peace and hybrid warfare, it is even more
critical in the case of armed conflict.

A perhaps equally important information warfare
role for a cyber militia is the influencing of the nar-
rative in both traditional and social media. The
Ukraine war is highly illustrative here. Without in
any sense downplaying or undermining the im-
portance of the Ukrainian military, it may be argued
that the current war will be won or lost in the arena
of public opinion of the (mainly Western) states
supplying weapons and other forms of support to
Ukraine.

A ‘cyber intelligence and information militia’ can be
used to steer the narrative, to fact-check, and to
point outinaccuracies in, and counter, enemy prop-
aganda. Relatedly, a ‘cyber intelligence and infor-
mation militia’ ought to be equipped to monitor the
publications of key international bodies and be pre-
pared to present a counter-narrative where itisjus-
tified to do so. This requires specialised training,
and in relation to all these tasks, people are more
effective than the ‘bots’ commonly utilised by sev-
eral States.

In addition to the, largely defensive, information
warfare tasks outlined above, an Australian ‘cyber
intelligence and information militia’ could

undertake certain offensive operations. An illustra-
tion of this can be found in the fact that, at the start
of the Russian 2022 full-scale invasion of Ukraine,
individuals started posting pictures and infor-
mation about the war on Russian websites, such as
hotel and restaurant review sites, with the aim of
alerting the Russian public to what was, and still is,
occurring in Ukraine. A ‘cyber intelligence and in-
formation militia’ could undertake such offensive
information measures and others like it.

Cyber espionage

An Australian ‘cyber intelligence and information
militia’ may potentially also be enabled to engage in
cyber espionage based on ‘hacking’. Examples from
overseas include instances of civilians gaining ac-
cess to security cameras to support the planning of
kinetic attacks as well as tracking of troop move-
ment. With an increase in the uptake of Internet of
Things (IoT), this type of activity will arguably in-
crease in potency. With millions of poorly protected
IoT devices in use, the ‘hacking’ skills required are
at the lower end of the scale. Quantity may then
matter more than quality, a consideration which fa-
vours a cyber militia.

‘Cyber-attacks’

A ‘cyber intelligence and information militia’ could
potentially be used to carry out what broadly may
be termed ‘cyber-attacks’ against designated tar-
gets. Such attacks may range from relatively simple
denial-of-service attacks to more sophisticated at-
tacks that qualify as ‘armed attack’ under interna-
tional humanitarian law (IHL); that is, the set of
rules which seek to limit the effects of armed con-
flict.20

A State’s ability to deploy a cyber militia undertak-
ing targeted cyber-attacks may be a significant de-
terrent for a potential attacker. Thus, it may be
worthwhile to keep the door open for assigning this
role to the members of the proposed ‘cyber intelli-
gence and information militia’ in times of conflict,
while bearing in mind that only a comparatively
smaller number of the members may possess the
skill set necessary to be able to undertake such
work. However, other bodies are clearly better
suited for this role and the proposed ‘cyber intelli-
gence and information militia’ should only ever be
considered an emergency supplement if ever al-
lowed to engage in this role.



Systems support

Some members of a ‘cyber intelligence and infor-
mation militia’ may have appropriate qualifications
to be tasked with simple systems support and cy-
bersecurity roles in a time of crisis. Where mem-
bers are properly vetted and trained, they may un-
dertake tasks such as keeping an open network op-
erating from community resources such as libraries
ensuring Internet connectivity for the Australian
public where their normal connections are inter-
rupted. Obviously, however, the support of sensi-
tive systems must be kept in the hands of employed
experts.

Having said this, the need for vetting members for
this role may make it unsuitable for the structure
proposed for the ‘cyber intelligence and infor-
mation militia’. Thus, especially if a separate cyber-
security-focused civilian reserve is created, the sys-
tems support role may be left to bodies other than
the proposed ‘cyber intelligence and information
militia’.

It is no doubt possible to envisage additional roles
for the proposed ‘cyber intelligence and infor-
mation militia’. However, a cyber militia capable of
performing even some of these roles would provide
highly valuable deterrence, protection, and resili-
ence. Finally, it may be noted that, as a body aimed
at feeding intelligence to Australia’s intelligence
structure rather than receiving intelligence from it,
there will be no need for cyber militia members to
gain security clearance.

The structure of a ‘cyber intelli-
gence and information militia’

From a structural perspective, there are multiple
possibilities when it comes to governance of the ac-
tivity of the proposed ‘cyber intelligence and infor-
mation militia’. This paper does not aim to express
a view on the topic of where, within the Australian
government, control over the Australian ‘cyber in-
telligence and information militia’ may best be
placed. However, it needs to be reemphasised that
the envisaged ‘cyber intelligence and information
militia’ is to sit outside the ambit of Australia’s reg-
ular armed forces or national security structure. It
should also be noted that the exact roles in which
the Australian ‘cyber intelligence and information
militia’ may engage may depend on what body is
tasked with overseeing its activities.

The paper has been drafted based on the assump-
tion that a ‘cyber intelligence and information mili-
tia’ would be managed on the Commonwealth level.
However, it ought to be acknowledged that one
may, of course, also envisage a state-based organi-
sation instead. Indeed, even if the proposed ‘cyber
intelligence and information militia’ would be man-
aged on the Commonwealth level important ques-
tions arise as to what extent the activities overlap
with e.g., policing and emergency management —
matters addressed on a state level to a great degree.
These are matters that must be addressed in detail,
but go beyond the scope of this initial discussion

paper.
Risks and risk mitigation

There are obvious risks associated with the crea-
tion of a ‘cyber intelligence and information militia’.
While these risks must be taken seriously, they may
all be mitigated.

Loss of control

Any country creating a resource capable of under-
taking the types of roles discussed above, must take
great care to ensure that the resource created re-
mains under its effective control. The proposed
‘control via objectives lists’ structure ensures that
the body governing the ‘cyber intelligence and in-
formation militia’ can delineate what the cyber mi-
litia can and cannot do. Any member of the cyber
militia that undertakes activities not conforming to
the list of government-approved objectives is
simply not acting in the capacity of a cyber militia
member and would not enjoy any of the safeguards
afforded to members. Thus, a militia member ‘going
rogue’ may be liable to prosecution in the same
manner as members of the public may be today.

Escalation risk

A key risk with the current use of non-state actors
in cyberspace is that lacking discipline amongst
such actors may lead to unwanted escalations. A
formally recognised cyber militia ensures a higher
level of transparency and accountability - and
thereby a lower risk of unintended escalation -
than what we are currently seeing in relation the
cyber activities of non-state actors, such as crimi-
nals unofficially doing work for a state.



Furthermore, the ‘control via objectives lists’ struc-
ture ensures that the governing body can set limits
for the cyber militia’s activities in a manner that
avoids such escalation.

Infiltration

The proposed ‘control via objectives lists’ structure
comes with at least one noteworthy disadvantage;
infiltration is all but guaranteed. A foreign power
would quite easily be able to have its agents oper-
ating in Australia enlist in the Australian ‘cyber in-
telligence and information militia’ and would then
be able to learn about what is included on the list of
government-approved objectives. This must be
kept in mind, and it must guide the types of tasks a
cyber militia is assigned, as well as how the direc-
tions are worded.

Having said that, it is not difficult to formulate ob-
jectives that can be effectively pursued by a ‘cyber
intelligence and information militia’ even where
the enemy is aware of those objectives.

Abuse

Just as a government may be tempted to use the
state’s law enforcement, national security, and mil-
itary for abusive purposes, it may be tempted to
misuse a ‘cyber intelligence and information mili-
tia’ for such purposes. Safeguarding against such a
development is crucial.

Thus, just as Australian society has adopted struc-
tural safeguards (e.g., oversight?l) against such
practices in various ways, the risk of an abusive uti-
lisation of an Australian ‘cyber intelligence and in-
formation militia’ may be managed by similar safe-
guards.

Furthermore, the proposed ‘control via objectives
lists’ structure ensures complete transparency as to
how Australia uses its ‘cyber intelligence and infor-
mation militia’. This transparency is a powerful tool
to address the risk of abuse. In this context, it may
also be noted that, any unlawful conduct by cyber
militia members can be attributed to Australia un-
der international law on state responsibility as long
as the activity corresponds to what has been com-
municated via the ‘objectives lists’.

Risk to individual members
The current legal landscape for civilians contrib-
uting to defence-related activation in cyberspace is

plagued by uncertainty. However, where a state is
willing to adopt, and benefit from, the work of a
cyber militia, it ought to provide appropriate legal
safeguards for the participants of that militia. Thus,
a practice of states designating individuals as mem-
bers of their ‘cyber militia’ has direct benefits for
the individuals in question.

Under the proposed structure, members of Aus-
tralia’s ‘cyber intelligence and information militia’
would be afforded protection in the form of legal in-
demnity. But it needs to be re-emphasised that
where members of the cyber militia undertake any
activities not conforming to the objectives list, they
are not acting in the capacity of a cyber militia
member and these legal safeguards do not apply.

Support from and to our allies

The discussion so far has focused on the creation of
an Australian ‘cyber intelligence and information
militia’. However, it is also appropriate to consider
two related issues, namely that of:
(1) Australians’ engaging in the operations of a
foreign cyber militia; and
(2) Foreigners joining an Australian ‘cyber in-
telligence and information militia’.

The reason these matters cannot be ignored in the
discussion is found in the fact that an Australian
‘cyber intelligence and information militia’ could
benefit greatly from the ‘surge capacity’ that could
be obtained by opening participation to citizens of
allied countries; at least at a time of crisis. Similarly,
Australia could take steps to facilitate Australians
providing a surge capacity for the cyber militias of
our allies. As noted by Austin and Khaniejo: “na-
tional cyber defence is more easily achieved [...]
through alliances (with like-minded countries).”22
Current discussions about the option for Australia
to recruit Defence staff from allies may be said to
support this notion.

The sort of cyber militia cooperation canvassed

above raises some legal issues under international
law (see Legal issues and solutions below).

Legal issues and solutions

In setting up an Australian ‘cyber intelligence and
information militia’, account must be taken of



applicable international law including rules regard-
ing use of force, the non-intervention principle, sov-
ereignty, proportionality, and necessity. These mat-
ters are discussed in more detail elsewhere,?3 and
it is not the intention to get into details here. How-
ever, two key considerations deserve special men-
tion.

The principle of distinction

The principle of distinction requires that parties to
an armed conflict at all times distinguish between
civilians and combatants and between civilian ob-
jects and military objectives.2¢ While a central fea-
ture of IHL, this principle is increasingly difficult to
maintain, not least in the cyber domain.?5 In this
context we must, however, draw a clear distinction
that has not always been sufficiently noted in the
debates; that is, while the principle of distinction
remains of central importance for guiding the be-
haviour of those engaging in cyber-attacks, the sit-
uation is more complicated for defenders.

When attacks on a State’s cyber environment is a
whole-of-society matter, it is hard to see how the
cyber defence could be anything but a whole-of-so-
ciety matter. Thus, calls to keep civilians out of the
cyber defence are unrealistic and do not stand in
the way of the formation of an Australian ‘cyber in-
telligence and information militia’. Rather, it may
help shape the lists of government-approved objec-
tives used to guide the ‘cyber intelligence and infor-
mation militia’. Thus, Australia ought to formulate
its objectives lists in a manner that ensures that
cyber militia members do not cross the threshold of
being classed as ‘civilians directly participating in
hostilities’.

Due diligence

A key challenge in the context of Australians partic-
ipating in the activities of an allied country’s cyber
and information militia comes from the obligation
of ‘due diligence’ articulated by the International
Court of Justice’s Corfu Channel judgment; namely,
“itis every State’s obligation not to allow knowingly
its territory to be used for acts contrary to the
rights of other States”.2¢ A cyber militia could po-
tentially undertake hostile acts contrary to the
rights of other States and where Australia has
knowingly allowed its territory to be used for such,
it may be violating the due diligence principle.

Whether Australia adopts a militia along the lines
of what has been proposed here or not, there is

already a need to address the legal status of those
Australian’s currently acting as part of a foreign mi-
litia. In other words, Australian’s currently acting
as part of a foreign militia is a ‘now problem’. To ad-
dress this potential concern, | have offered a law re-
form proposal (see Appendix A) for situations
where Australians participate in an allied country’s
cyber militia. It covers only activities that are defen-
sive in nature since they potentially can be limited
to activities that are not contrary to the rights of
other States. However, for clarity, Australian law-
makers may wish to define what they accept as ‘de-
fensive’ activities.

Finally, when it comes to the international legal
landscape, it may also be noted that the need for
transparency and accountability - as provided by
the structure proposed here - has been emphasised
several times, including in a 2021 report by the
United Nations’ Group of Governmental Experts on
Advancing Responsible State Behaviour in Cyber-
space in the Context of International Security.2”

Low cost and fast implementation

Measures adopted to protect Australia’s national
security are typically costly to acquire and slow to
deploy. A cyber militia may be costly depending on
its structure and capabilities. For example, writing
about the ‘cyber civil defence force’ he envisaged,
Austin noted that: “To achieve such capabilities
country-wide, the investment required may be of
the order of billions of dollars, rather than mil-
lions.”.28 However, as is illustrated by the volunteer
‘IT Army’ rapidly established by Ukraine in what
appears to have been a predominantly improvised
response to Russia’s aggression, a cyber militia can
also be established quickly and at a comparatively
low cost depending on structure and capabilities.

Having said that, the potency of a cyber militia can
be significantly enhanced by training. For example,
instructions ought to be provided in the methods of
OSINT. The training could usefully also address the
requirements for securely documenting materials
in a manner making it possible to later verify the
authenticity of the materials. This could be crucial
e.g., when it comes to documenting alleged war
crimes, but also more generally to increase the reli-
ability of the intelligence created by the cyber mili-
tia.



Furthermore, cyber militia members ought to be
trained to understand the information warfare en-
vironment including the propaganda methods of
potential adversaries, and how to effectively pre-
sent a counter-narrative where it is justified to do
so.

Formalising the training through contemporary mi-
cro-credential systems of accreditation would also
make the militia much more attractive to potential
participants. Thus, the training cost may be seen as
a necessary recruitment expense.

In addition to the costs associated with the noted
training, the effectiveness of an Australian ‘cyber
intelligence and information militia’ could be
boosted by the creation of a dedicated app. Such an
app could be used to communicate the objectives
lists, but it could also be set up to make the report-
ing by cyber militia members more efficient. The
experience of creating an app during the COVID
pandemic suggest that it is better to develop the
app sooner rather than later to avoid working un-
der time pressure.

The cost of the training and the relevant app will be
low and should be seen in the light of the broader
societal need for upskilling when it comes to areas
such as information literacy (with the aim of teach-
ing people how to think, not what to think), ‘cyber
hygiene’, and cybersecurity. It may also be hoped
that skills developed amongst cyber militia mem-
bers can spread organically to the broader commu-
nity, or at the minimum raise much needed public
awareness of the threats facing our society.

A matter of urgency

Australia and its citizens are under constant attack
in the form of ‘cyber-attacks’ and cyber-espionage,
as well as influence campaigns e.g., in the form of
mis- and dis- information. This state of constant hy-
brid warfare by those who wish to do us harm is not
a temporary inconvenience. It is a persistent and
serious threat to Australia, our democracy, and our
way of life. We need to muster all our resources to
counter these foreign measures. In the words of
Austin and Khaniejo:

“[T]here is no clear demarcation between
peace and war in cyberspace. There is a
blurring of the boundaries between compe-
tition, crisis and conflict, and countries ex-
perience a steady state of at least ‘competi-
tion’ during peacetime. They must there-
fore plan to build cyber defence and resili-
ence in a manner that accounts for this per-
petual state of tension.”2?

Regrettably, we also need to prepare for things to
get worse, and the risk of military conflict in our re-
gion cannot be excluded. Should such a situation
arise, our already strained resources would be un-
der significant added stress. Consequently, we need
to strengthen our deterrence, protection, and resil-
ience in the cyber environment. Indeed, doing so
may help prevent an open and/or military confron-
tation.

A ‘crowdsourced’ civilian volunteer cyber reserve
capability in the form a ‘cyber intelligence and in-
formation militia’ as proposed here may be a valu-
able - and much-needed - addition to Australia’s
security and defence capabilities. In a sense, it is a
whole-of-society response to a whole-of-society
challenge.



APPENDIX 1: Proposal for a ‘Designated Cyber Militia Bill’*

Article 1

The [INSERT OFFICE] can proclaim a foreign Cyber Militia as a Designated Cyber Militia under the fol-
lowing circumstances:

1. A foreign State has established the Cyber Militia;
2. That foreign State has invited foreigners to join its Cyber Militia; and
3. The foreign State is under armed attack [by another State].

Explanatory comments

It is crucial that any proposed protection for the members of a cyber militia is conditioned on State
oversight and control; after all, as is implied in the term ‘militia’ properly applied in the Australian
historical context, we are here talking about volunteers carrying out activities in an organised man-
ner based on orders issues by a State. In my proposal, Article 1 is the first mechanism to ensure such
State control and oversight.

Article 1 gives the Australian government the power to, in a sense, recognise as legitimate a foreign
cyber militia. There is no duty to do so. Thus, if my proposal is adopted, Australia has full discretion
as to when to activate the anticipated legal safeguards (Articles 3-5) for Australian citizens who join
the foreign cyber militia. Under this approach, the starting point is that Australians are prevented
from joining a foreign cyber militia to the extent that their activities fall foul of cybercrime laws, and
only where the Australian government has recognised as valuable the activities of the foreign cyber
militia could they enjoy the relevant legal safeguards.

The alternative to this ‘institutionalisation approach’ would be to focus solely on the activities them-
selves - prosecutorial discretion could allow “good” activities to go unpunished. However, I fear that
such a structure would be unworkable due to its inherent lack of predictability.

Finally, the term “foreign State” should be read broadly so as to also open for the possibility of as-
sisting entities not fully recognised as States under international law. I am here predominantly
thinking of Taiwan.

Article 2
Unless the activities constitute a violation of international law, a genuine member of a Designated Cyber
Militia enjoys the protection of the legal safeguards outlined in Articles 3-5 in relation to activities that

are:

1. Undertaken in the capacity as a member of a Designated Cyber Militia;

2. Undertaken based on an order issued by the foreign State in command of the Designated Cyber
Militia; and

3. Defensive in nature.

Explanatory comments

Article 2 seeks to set criteria for when a member of a Designated Cyber Militia is entitled to the legal
safeguards this Bill aims to provide. It is the most complex, and likely the most controversial, provi-
sion of the proposed Bill.

First, and most obviously, the phrase “Unless the activities constitute a violation of international
law” can be attacked for its vagueness, or perhaps more specifically, for its reliance on international
law that is too vague currently. This is a genuine concern. However, on balance I opted for this struc-
ture to emphasise that international law must play a role here and to acknowledge that violations
of international law - where they can be established - must invalidate the legal safeguards in



question. Second, the fact that only activities undertaken based on an order issued by the foreign
State in command of the Designated Cyber Militia adds further legal safeguards and constitutes the
second mechanism to ensure adequate state control and oversight.

In addition, some observations must be made as to the limitation to activities that are “Defensive in
nature”. Some cyber activities are inherently defensive. Others are inherently offensive. However,
drawing a distinction between cyber activities that are defensive and those that are offensive is not
always going to be easy. Against that background, states considering adopting a version of my pro-
posed Bill may wish to include a definition of what amounts to activities that are ‘defensive in na-
ture’.

Finally, the reference to the activity being undertaken in the capacity “as a member” of a Designated
Cyber Militia must be read from the perspective of how the cyber militia in question operates. Some
may require a formal membership while others are more open.

Article 3

A person classed as a genuine member of a Designated Cyber Militia under Article 2 is exempt from the
criminal liability that otherwise would apply under the following provisions:

[INSERT LIST OF RELEVANT LEGAL PROVISIONS FROM AUSTRALIAN LAW]

Explanatory comments

Australian law contains several provisions imposing criminal liability for computer-related of-
fenses. Article 3 aims to provide exemption form such provisions and should the proposed law
move ahead, it will be necessary to map out all such provisions.

Article 4

The Commonwealth will refuse any extradition request received where it relates to the activities of a
person classed as a genuine member of a Designated Cyber Militia under Article 2.

This does not prevent the Commonwealth cooperating in the case of allegations of war crimes being
brought against the person before a recognised international war crimes tribunal.

Explanatory comments

The combination of Article 3 and the need for ‘dual criminality’ (that is, the activity must be a
crime punishable in both the country where a suspect is being held, and in the country asking
for the suspect to be extradited) may dispose of the risk of extradition in many states. Article 4
is included to specifically and expressly exclude the possibility of a person enjoying the protec-
tion of this Bill being extradited.

In addition, the second paragraph of Article 4 clarifies that the legal safeguards in question do
not extend to allegations of war crime before a war crimes tribunal recognised by the state
adopting the Bill.

Article 5

A person classed as a genuine member of a Designated Cyber Militia under Article 2 is exempt from civil
liability in relation to activities carried out in that capacity.

Explanatory comments

While excluding criminal liability (Article 3) and the risk of extradition (Article 4) may be the
most important legal safeguards for someone joining a foreign Designated Cyber Militia, the pro-
tection would clearly be incomplete if it did not extend to civil liability that may arise from the
activities. This makes a provision such as that of Article 5 a necessary addition.
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